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Daniel Donda

- Over 25 years of experience in the IT field.

- Microsoft MVP since 2011

- Book Author

- Multiple certifications including Microsoft MCP. MCSA,

and MCSE, CompTIA Security+ and Cybersecurity
Analyst, EC-Certified Ethical Hacker (CEH), and Certified
Information System Security Professional (CISSP).
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“Attackers are adapting and finding new ways
to implement their techniques, increasing the
complexity of how and where they host
campaign operation infrastructure.”



unique phishing URLs and email and identity threat attacks site registrations were successfully

5,400 phish kits were taken were blocked by Microsoft last year blocked by Microsoft to get
down at the direction of alone. ahead of criminal actors that
our Digital Crimes Unit. planned to use them to engage in

global cybercrime.

SPOTLIGHT ON HUMAN-OPERATED RANSOMWARE ATTACKS

loT devices are a popular target for cybercriminals using The war in Ukraine saw a surge in hacktivism, with

widespread botnets. Unpatched routers can be used to volunteer hackers deploying tools to cause damage to

gain access to networks and execute malicious attacks. political opponents, organizations, and even nation
states.

https.//www.microsoft.com/en-us/security/business/microsoft-digital-defense-report-2022-state-of-cybercrime
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Who is the actor ? The Threat Is Real?



The Threat Is Real

The Threat The Threat Actors

« Geopolitical Criminal organizations

« Cyber-espionage Nation-state actors

« Industrial competition Hacktivists

- Sabotage Competitors

« Hacktivism Insiders

« Cryptojacking Private sector offensive actors

« Ransomware/eCrime

https.//www.microsoft.com/en-us/security/business/security-insider



https://www.microsoft.com/en-us/security/business/security-insider

"Don't forget the fundamentals.”

v Implement robust security controls

v Regularly update software and systems
v Educate employees

v Monitor networks and systems

v Reqgularly backup data

CYBER THREAT INTELLIGENCE
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What is Cyber Threat Intelligence (CTI)?
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genceist e superpower that

=

empowers organizations to outsmart cybercriminals,
stay ahead of evolving threats, and protect what

matters most.



Why is threat intelligence important?

your likely and their motivations.
an adversary'’s tactics, techniques, and procedures

common indicators of compromise that signal an
active breach.

 Suggesting a set of

« Automatically entire

» Informing your broader and workflows with rich
threat data.




Which CTI type should | use?
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Where to start ?



Strategic intelligence



Microsoft Threat Intelligence

A year of Russian
hybrid warfare in Ukraine

What we have learned about nation state tactics so far
and what may be on the horizon

March 15, 2023
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Tactical intelligence
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Operational intelligence



Technical Intelligence



What type of CTl should | use?
-All.



Why Microsoft Tl platform?



Big Numbers

signals synthesized daily, using sophisticated data analytics and
Al algorithms to understand and help protect against digital threats and
criminal cyberactivity.

engineers, researchers, data scientists, cybersecurity experts,
threat hunters, geopolitical analysts, investigators, and frontline
responders across 77 countries.

partners in our security ecosystem who increase cyber resilience
for our customers.



Microsoft threat intelligence platform

Threat watch
The cyber and influence operations of the war in Iran responsible for Charlie Hebdo
Ukraine’s digital battlefield attacks
Microsoft s atbuting a recent inflrce aperation
e e g g e e

Iranian nation-state sctor Mictosoft racks as
NEPTUNIUM,

Microsoft Defender Threat
Intelligence

Learn more

Cyber Signals briefing: Growing
vulnerabilities in loT and OT

In cut latest Cyber Signals briefing, we discuss the
increasing prevalence of high-severity vulnerabilities
in T and OT connectivity. ear from threat
intelligence experts on how to increase resibence.
against these theeats

Stop Ransomware with Microsoft Security

Watch video

View il Threat Watch arices > Uncover your adversaries

s Microsoft Defender Experts for .
P Hunting
" v '

Microsoft Sentinel

Worldwide
87,106,836 devices with encounters analytics,

P

Presctive threat hunting tha extends beyard the erdpsine

Microsoft named a Leader for SIEM by Gartner Microsoft Defender Experts for Hunting is generally available

Extond your

s recognized as a Leade artnes gi

Read the announcement >



https://www.microsoft.com/en-us/security/business/security-insider/?culture=en-us&country=us
https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-defender-threat-intelligence
https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-sentinel
https://www.microsoft.com/en-us/security/business/services/microsoft-defender-experts-hunting
https://www.microsoft.com/en-us/wdsi/threats
https://www.microsoft.com/en-us/security/blog/microsoft-security-intelligence/

= Microsoft Azure

Home > Microsoft Sentine

£ Search resources, services, and docs (G+/)

& Microsoft Sentinel | Threat intelligence

Selected workspace: 'msftsecure’

General

® Overview

#® |ogs

™ News & guides
® search

Threat management
# Incidents
Workbooks

Hunting

Notebooks

4 m 4+ R

Entity behavior

Threat intelligence

&

MITRE ATT&CK (Preview)

Content management

® Content hub (Preview)
@& Repositories (Preview)
& Community
Configuration

S Data connectors

& Analytics

B watchlist

{5 Automation

4} Settings

A~ Search | «

() Refresh Add new

®o

Import ~ Add

1,3K 1

Tl alerts Tl indicators Tl sources

2 Search by name, values, description or tags | q Source : All

|:| Name TJ

Values

lar.com

[] ot feed=collection: ...
D OTX feed=Collection: ...
D OTX feed=Collection: ...
D OTX feed=Collection: ...
D OTX feed=Collection: ...
|:| OTX feed=Collection: ...
I:‘ OTX feed=Collection: ...
I:‘ OTX feed=Collection: ...
I:‘ OTX feed=Collection: ...
|:| OTX feed=Collection: ...
D OTX feed=Collection: ...
D OTX feed=Collection: ...
D OTX feed=Collection: ...
D OTX feed=Collection: ...
|:| OTX feed=Collection: ...
I:‘ OTX feed=Collection: ...

I:‘ OTX feed=Collection: ...

1 .- PR,

palasedelareforma.com

Type
[] selectall

[] file

noosaerty.com [] ipva-addr
mandalorecnote.com D domain-name
ituitem.net D url
faede3388e0502e71025...

[ o
f4c46Ci9ffd25764a63bc...
f2ab26557364d548a40a... [ file OTX-API
dcf2a4d0ee66d3fa7doft... B file OTX-API
d5332240fcef78250100... B file OTX-API
dlac1a32c791141dsed... [ file OTX-API
d02a84eb7972cede10.. B file OTX-API
c823261b03d11d23e76.. B file OTX-API
b1c1977b5d5b0705%a3e... B file OTX-API
accf5672450184467ead... [ file OTX-AFI
acc3d0964c416553d3a... B file OTX-API
ab1a82f3edd13700ea85... . file OTX-API

Columns Threat intelligence workbook ,',_1 Guides & Feedback

Threat Type : All

Confidence T

Confidence : All Expiring Before : All

e 19 &o@ A admin@mcsesolutioncl... _@

|
l@ OTX feed=Collection: user_AlienVault, pulse_name=URL fil...

- .-
Confidence Alerts ()
Values
domain-
name :

renomesolar.com
Threat types

Name

OTX feed=Collection: user_AlienVault,
pulse_name=URL files and WebDAV
used for lcedID (Bokbot) infection

Confidence

Pattern
[domain-name:value =
‘renomesolar.com’]

Created
sex., 24 de fev. de 2023, 14:39:11 BRT

Valid until

Created by

(MCSESOLUTIONCLOU. .

oy

& domain-name

Types

Tags

Description

Revoked

Source
OTX-API

Kill chains

Valid from
sex., 24 de fev. de 2023, 14:39:11 BRT

Modified
dom., 26 de mar. de 2023, 17:59:50
BRT



= Microsoft Azure 5 Searchresources,senvices, and docs (6+1) G ® @ @0 F MunGncedod. gy

& Microsoft Sentinel | Threat intelligence X
Search « Refresh Add new Import Columns ] Threat intelligence workbook ” Guides & Feedback
General
&
%0 1,3K W1
® Overview rts. indicators sources.
Logs

»
3

e oE mn e A ( Source:Al ) ( ThieatType:All ) ( Confidence:All ) ( Expiring Before: All &) OTX feed=Collection: user_AlienVault, pulse_name=URL fi...

- Microsoft Sentinel

integrates with TAXII 2.0 and 2.1 data sources to enable e N, =
monitoring, alerting, and hunting using your threat o o
intelligence. = .

1w e Created by

Use this connector to send threat indicators to Microsoft Sentinel
from your Threat Intelligence Platform (TIP), such as Threat Connect, Palo Alto Networks MindMeld, MISP, or
other integrated applications. Threat indicators can include IP addresses, domains, URLs, and file hashes.
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https.//www.misp-project.org/ https://pulsedive.com/ https.//otx.alienvault.com/
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Thank you

© Copyright Microsoft Corporation. All rights reserved.
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Registration is
now open!

Microsoft Secure
March 28, 2023



http://aka.ms/microsoftsecure

2% Microsoft

Thank you / Obrigado




Microsoft
Secure




	Microsoft Secure 16:9 Template White
	Slide 1: Microsoft Secure
	Slide 2: Threat intelligence: the next level of security
	Slide 3: Agenda
	Slide 4: Agenda
	Slide 5
	Slide 6
	Slide 7: Who is the actor ? The Threat Is Real?
	Slide 8: The Threat Is Real
	Slide 9
	Slide 10: What is Cyber Threat Intelligence (CTI)?
	Slide 11: "Cyber Threat Intelligence is the superpower that empowers organizations to outsmart cybercriminals, stay ahead of evolving threats, and protect what matters most."
	Slide 12: Why is threat intelligence important?
	Slide 13: Which CTI type should I use?
	Slide 14: Where to start ?
	Slide 15: Strategic intelligence 
	Slide 16
	Slide 17: Tactical intelligence
	Slide 18: Operational intelligence
	Slide 19: Technical Intelligence
	Slide 20: What type of CTI should I use?
	Slide 21: Why Microsoft TI platform?
	Slide 22: Big Numbers
	Slide 23: Microsoft threat intelligence platform
	Slide 24
	Slide 25
	Slide 26
	Slide 27: Closing
	Slide 28: Registration Slide

	Microsoft Secure 16:9 Template Black
	Slide 29: Thank you / Obrigado
	Slide 30: Microsoft Secure


